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1 INTRODUCTION  
 
1.1 This Protocol describes Inverclyde Council’s policy and procedures in relation to the sharing of 

information and data within Council functions and among the Council and its partner organisations.  It 

provides a framework within which information sharing can be encouraged and developed whilst being 

kept consistent with the Council’s legal duties and responsibilities. 

  

1.2 This Protocol applies to all data, hard copy and electronic, and information held by or used by the 

Council, which has been classed as “OFFICIAL” in terms of the Council’s Classification Policy.  For all 

practical purposes, the terms “data” and “information” as used in this Protocol are synonymous. 

  

1.3 The Protocol includes the general principles to be applied to information sharing as well as 

providing a template Data Sharing Agreement. 

  

1.4 The Protocol is not automatically or contractually binding on the Council’s partners but is to be used 

to set good practice standards and expectations that the parties need to meet in order to comply 

with relevant legal duties and organisational policies which relate to the sharing of information.  

This does not prevent any Council service area from including the Protocol in any contractual or 

other formal agreement.   

  

1.5 The Protocol is primarily concerned with the sharing of data, which is the provision of data by one party 

to another for the receiving party to use for its own purposes i.e. where all parties are data controllers.  

This protocol is not primarily concerned with data processing, where the receiving party uses data from 

a supplier or where the supplier acts as data processor and is not a data controller.  Circumstances 

where one organisation receives data to be processed on behalf of another, is not information sharing 

and should be covered by a Data Processing Agreement, or advice should be sought from Legal and 

Property Services to ensure appropriate Data Protection Conditions are included as Special Conditions 

of Contract. 

  

1.6 In circumstances where sharing involves commercially sensitive information, e.g. at the exploratory 

stage of a possible shared service project, the parties may wish to consider using a confidentiality 

agreement. 

  

1.7 This Protocol should be read in conjunction with the Council’s Information Classification Policy. 
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2 APPLICABILITY 
 
2.1 Within the Council, all Council services are required to apply the principles of this Protocol to any 

information sharing activities, whether with external partners or other Council service areas.  All Data 

Sharing Agreements are to be registered in the corporate repository by contacting the Information 

Governance Officer. 

  

2.2 The Council’s partner organisations are requested to confirm their agreement to the principles 

contained in this Protocol in addition to any formal contracts or Data Sharing Agreements.   

  

3 GENERAL PRINCIPLES 
 
3.1 The general principles of this Information Sharing Protocol follow those of the Council’s Information 

Policy which are: 

  there is a presumption in favour of sharing information, providing legislative and contractual 

requirements and restrictions or those of accepted good practice are followed; 

 each identified data set or information asset will have a designated Information Asset Owner who 

is responsible for its proper security, integrity and use; and 

 the specific requirements of any agreed exchange of data are to be recorded in a Data Sharing 

Agreement conform to the standard set out in this Protocol. 

  

3.2 This Protocol is enforced and monitored through management arrangements which define the 

responsibilities of different service areas and individuals.  The Council will manage this Protocol through 

the following governance framework structure: 

 Information Governance Steering Group (Parent Group) 

 Records Management Working Group 

 Information Sharing Working Group 

 Training, Awareness and Communication Working Group 

 Freedom of Information Working Group 
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4 LEGAL POLICY AND FRAMEWORK 
 
4.1 All information sharing will be conducted within current and relevant legislation and guidance from the 

relevant public officials such as the Information Commissioner and the Scottish Information 

Commissioner. 

  

4.2 Without any prejudice to the generality, for users’ guidance the principal general laws or regulations 

concerning the protection and use of information affecting the Council and its functions are: 

 

the Data Protection Act 1998 

the Freedom of Information (Scotland) Act 2002 

the Police (Scotland) Act 1967) 

the Rehabilitation of Offenders Act 1974 

the Human Rights Act 1998 (in particular, Article 8) 

the Criminal Procedure (Scotland) Act 1995 

the Criminal Procedure (Scotland) Act 2003 

the Regulation of Investigatory Powers (Scotland) Act 2000 

the Housing (Scotland) Act 2001 

the Local Government (Scotland) Act 2003 

the Protection of Children (Scotland) Act 2003 

the Children (Scotland) Act 1995 

the Children and Young People (Scotland) Act 2014 

the Education (Scotland) Act 1980 

the Education (Additional Support for Learning) (Scotland) Act 2004, as amended 

the Equality Act 2010 

the Adults with Incapacity (Scotland) Act 2000 

the Antisocial Behaviour etc. (Scotland) Act 2004 

the Social Security Administration Act 1992 

the Carers (Recognition and Services) Act 1995 

the Mental Health (Care and Treatment) (Scotland) Act 2003 

the NHS and Community Care Act 1990 

the Access to Medical Records Act 1988 

the Management of Offenders (Scotland) Act 2005 

the Health Service (Scotland) Act 1978 as amended by Health Service (Reform) (Scotland) Act 2004 

the Public Records (Scotland) Act 2011 
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the Social Work (Scotland) Act 1968 

the Copyright, Designs and Patents Act 1989 

Common Law 

Adult Support and Protection (Scotland) Act 2007 

Children Hearings (Scotland) Act 2011 

Public Bodies (Joint Working) (Scotland) Act 2014 

Re-Use of Public Sector Information Regulations 2005; and 

any other relevant or specific statute in relation to any Council function 

  

4.3 The use of ICT systems to process and share data will also be subject to specific legislation governing 

the use of information technology, including the: 

 

Computer Misuse Act 1990; 

Electronic Communications Act 2000; and 

Digital Economy Act 2010 

  

4.4 The Council will also conform to the requirements of information security standards in general use 

including: 

ISO 27002 – Code of Practice for Information Security Management 

  

4.5 In addition, the Council operates its own policy framework for the management and security of 

information to extend and enforce these external standards. This framework and the policies and 

standards developed under it are available to Council staff on the internal repository of policies and 

standards and externally through links on the Council’s web site. These policies include: 

 

Data Protection Policy. 

Data Protection Breach Management Protocol 

Records Management Policy 

Policy for the Retention and Disposal of Documents and Records paper and Electronic. 

Acceptable Use of Information Systems Policy 

Information Classification Policy 

Clear Desk  Environment 

Guidance on Flexible, Mobile & Home Working 

Homeworking Policy 
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4.6 The development of specific agreements or policies which enable or manage the efficient sharing of 

information is encouraged, provided they are consistent with the general principles contained in this 

Protocol. 

 

5 DATA SHARING AGREEMENTS 
 
5.1 Data Sharing Agreements (DSAs) are the key method of managing the sharing of information among 

partner organisations. DSAs must be agreed between Inverclyde Council service areas which are 

designated Information Asset Owners of information and any internal or external partners with whom 

information is to be shared. 

  

5.2 DSAs must be consistent with the general principles of this Protocol but they can differ in detail where 

the specific activities of the Council service area and its partners require. The DSAs must however 

document all the requirements of the information sharing which is to take place. 

  

5.3 In transition, any DSAs (of whatever form) which predate this Information Sharing Protocol will be 

considered valid under this Protocol and will not need to be redrawn, provided they are consistent with 

the general principles of this Protocol. Such DSAs must, however, be registered in the corporate 

repository by contacting the Information Governance Officer. 

  

5.4 A template DSA is attached in Appendix 1, together with guidance notes on the various sections of the 

agreement form.  This template is a guide rather than it being mandatory.  It is strongly recommended 

the template is used unless there are clear reasons to depart from this standard.   

  

5.5 Any request to share information that is not covered within an existing DSA should be directed to the 

appropriate Information Asset Owner on a ‘data sharing request form’ (Appendix 2).  A decision will be 

made by the appropriate Information Asset Owner whether sharing can take place (Appendix 3) 

  

5.6 In general, DSAs should refer to existing policies and standards but where these need to be extended or 

enhanced, the development of new policies should follow the guidelines given in the section on Legal 

and Policy Framework above. These specific policies and standards should be consistent with the 

existing corporate standards. Any areas of potential disagreement or conflict are to be raised with the 

owner of the corporate policy or standard. 
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6 DATA PROCESSING AGREEMENTS 
 
6.1 Information sharing refers to those situations in which the Council provides or receives data from 

another party which the receiving party uses for its own purposes.  Where you receive personal 

data from another party, you should notify Legal & Property Services to ensure this is covered by 

the Council’s existing Registration with the Information Commissioner. 

  

6.2 Where data is supplied purely to be processed on behalf of the supplying organisation (such as part 

of an outsourcing agreement), a DSA is not required. These data transfers should be covered by a 

Data Processing Agreement (DPA). 

  

6.3 A specific DPA may need to be drawn up for each individual instance and it may be linked to or form 

part of a formal contract.  

 

7 CORPORATE REPOSITORY OF DATA SHARING AGREEMENTS 
 
7.1 The creation and maintenance of a comprehensive repository of DSAs is the key management 

component of this Protocol. The repository of DSAs allows the Council to understand what information 

sharing activities are currently being undertaken. It also helps minimise duplication and provides a 

method of ensuring the consistency of approach across all Council services. 

  

7.2 The repository forms part of the policies, procedures and guidance database, which is managed by the 

Information Governance Steering Group.  All DSAs are to be registered by submitting them for 

publication on the repository. Unless there are overriding formal requirements to the contrary (such as 

legislative requirements or confidentiality), all DSAs registered in the repository will be made available 

openly within the Council and, where  it is legitimate to do so, may also be made available in a secure 

manner to partner organisations. 

 

8 SECURITY OF SHARED DATA 
 
8.1 An appropriate level of information management and security requires to be assigned to the information 

exchanges envisaged by this Protocol.  Parties must have appropriate policies in place covering the 

security, storage, retention and destruction of personal information in accordance with authoritative 

guidance issued to their organisations.  The Council’s most relevant policies are: 
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 Records Management Policy 

 Policy for the Retention and Disposal of Documents and Records Paper and Electronic. 

 Acceptable Use of Information Systems Policy. 

 Data Protection Policy 

 Information Classification Policy 

  

8.2 The Council’s policies and the policies of the organisation providing the information (depending on the 

agreement) must be applied to information shared under this Protocol being policies which are designed 

to protect the information (particularly, but not exclusively personal information) which they hold.  The 

Council’s policies are binding on all staff of the Council and misconduct or disciplinary action may be 

taken against any staff in contravention.  These policies will apply to information held by that party, 

whether it has originated with that party or been passed to it by another party. 

  

8.3 The parties will each ensure that the other parties are promptly notified of any security breaches, or 

significant security risks, affecting shared information.  In addition, should the breach be considered 

significant, the ICO will also be notified.   Instructions and guidance can be found in the Council’s Data 

Protection Breach Management Protocol. The Parties will, where appropriate, work together to rectify 

any such breach or mitigate any such risk to information security.  If personal data is lost as a result of a 

security breach, the parties will consider on a case by case basis whether to notify the affected 

individuals of the breach and other remedial and restitutive actions. 

 

9 TRANSFERRRING DATA 
 

9.1 The most straightforward method of transferring data should be chosen but always with proper regard to 

any requirements of data security. In particular, personal data should never be transferred in an open 

format which is capable of being read easily if the data were lost, stolen or intercepted.    

  

9.2 The Council provides methods of securing data, which generally involve encrypting it.  Staff should 

contact ICT for guidance on transferring data securely and for requesting an encrypted USB memory 

device. 

  

9.3 Consideration must always be given to the ability of the receiving partner organisation to operate the 

proposed secure method of transferring data. 
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9.4 Individual external partners may have data security requirements of their own, which the Council will 

consider meeting wherever practicable. These include the use of specific technical standards for 

encrypting data or the use of secure services for transmitting data. Any potential conflicts or areas of 

non-compliance with the Council’s information security policies must be notified to the Information 

Governance Steering Group. 

  

9.5 These transmission methods will generally be supported by the Council’s technology partners. 

Responsibility for ensuring consistency with the Council’s information security policies rests with the 

Information Governance Steering Group, which can also provide advice and guidance on security 

procedures. 

  

9.6 Protective Marking:  Information which is shared will carry a protective marking.  The markings are as 

follows: 

 Official 

 Official - Sensitive 

  

9.7 Parties undertake to take reasonable steps to ensure all data is properly protectively marked and used 

only in manner which is consistent with the agreed purpose under the DSA. 

  

9.8 Access to data will be restricted to relevant and authorised persons, and where appropriate, to those 

who have signed a confidentiality agreement (or equivalent), and have received training in the Data 

Protection Act 1998.  Data should only be processed in secure offices and shall not routinely be used or 

otherwise accessed out with the premises of parties. 

  

9.9 Where it is considered necessary for personal information to be removed from office premises for 

meetings or approved home working, it should be carried securely, preferably on encrypted portable 

media or a secure lockable case/box.  Staff should refer to Home Working Policy/Guidance on Flexible, 

Mobile & Home Working.  The information should remain in the possession of the individual at all times 

unless it can be stored in an approved security container.  Sensitive personal information should not be 

worked on anywhere where the contents might be seen, overlooked or otherwise noticed, and they 

should not be left unattended in any public place, such as a hotel, taxi or public transport vehicle.  

Relevant staff should have completed information security training in mobile working and out and about 

working. 
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10 MANAGEMENT AND MONITORING ARRANGEMENTS 
 
10.1 Any formal framework or general agreement with partners should include a clear reference to the 

applicability of this Protocol to information sharing activities. 

  

10.2 The management and monitoring of this Protocol include: 

 

 responsibility for this Protocol and its application being with the Information Governance 

Steering Group; 

 all Data Sharing Agreements will be lodged in the corporate repository; 

 the Information Governance Steering Group will manage this repository; 

 the Information Governance Steering Group will initially provide a forum within the Council to 

oversee the management of the Protocol; and 

 

questions or complaints about the operation of the Protocol, whether from within the Council or from 

external partners, should be referred in the first instance to the Information Governance Steering Group, 

which will ensure that they are dealt with by the appropriate Council service area. 

 

11 DATA PROTECTION ACT 
 
11.1 All parties must adhere to the terms of the Data Protection Act 1998 insofar as any information being 

shared constitutes personal or sensitive data.  The management of personal data and its availability for 

sharing both within the Council and with external partners are governed by the Council’s Data 

Protection Policy, which applies the relevant statutory provisions to the Council’s own internal 

processes. 

  

11.2 Any sharing of personal data must be both fair and lawful.  Conditions for processing set out in the Data 

Protection Act must also be met.  Where possible, the consent of the Data Subject will be sought and 

an explanation of the purpose given before personal data is shared internally between Services and/or 

external partners. 

  

11.3 In limited and well-defined circumstances, however, it may be necessary to share personal data without 

the explicit consent of the Data Subject, on the basis of lack of capacity of the individual to consent, or 

because of concerns or perceived risks regarding the welfare of the individual or others.  Legal advice 

should be sought if there is any doubt that the proposed sharing is lawful. 
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12 FREEDOM OF INFORMATION 
 
12.1 The Council must respond to any proper request for recorded information made to them for the 

purposes of the Freedom of Information (Scotland) Act 2002 (FOISA).  This includesobligations to 

respond to requests about information sharing practices and procedures in terms of this Protocol. 

  

12.2 It should be noted, however, that the OFFICIAL information exchanged between parties may be exempt 

from disclosure under the FOISA.  All parties should include reference to this Protocol in their respective 

publicly available Publication Schemes.   

  

12.3 Any requests for information or data under the FOISA should be referred to the Freedom of 

Information/Data Protection Officer for each respective Party. 

 
13 RECORDS GOVERNANCE 
 
13.1 The Council’s partner organisations involved in the sharing of data are expected to have a commitment 

to proper procedures and practices for:  

 

 the retention and deletion of shared data items and procedures for dealing with cases where 

different organisations may have different statutory or professional retention or deletion rules; 

 dealing with termination of any data sharing initiative, including the deletion of shared data or its 

return to the organisation that supplied it orginally; and, 

 the sharing of datasets; to prevent irrelevant or excessive information being disclosed and to make 

sure the data being shared is accurate. 

 
14 REVIEW AND MONITORING OF THIS INFORMATION SHARING PROTOCOL 
 
14.1 This document will be reviewed annually or more frequently if required. 

  

 
15 ENFORCEMENT 
 
15.1 The Council’s Code of Conduct specifies it employees’ obligations towards confidentiality.  Every 

employee is required to respect the confidentiality of information about individuals or organisations.  Any 

breaches of this principle will be viewed as a serious matter for the Council and its partners. 
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15.2 The Council’s partners will be expected to take similar and proportionate actions in relation to any 

breaches of this Protocol and to investigate and act appropriately for the security of all information 

comprised within this Protocol. 
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Flowchart of Key Questions for Information Sharing 

 
 

 
 
 

You are asked or wish to share information 
(Remember to seek local/legal advice if not sure) 

Is there a clear and legitimate purpose for sharing 
information? 

YES

 

Does the information enable a person to be identified? 

YES

 

Is the information confidential? 

YES

 

Do you have consent? 

 NO 

S  

Is there sufficient public interest to share? 

Share Information 

 Identify how much information to share. 

 Distinguish fact from opinion. 

 Ensure that you are giving the right information to the right person 

 Ensure that you are sharing the information securely. 

 Inform the person that the information has been shared if they were 

not aware of this and it would not create or increase risk of harm. 

 

Record the information sharing decision and your reasons, in line with 
organisational or local procedures. 

NO 
DO NOT 
SHARE 

NOT 
SURE 

NO 

SEEK 
ADVICE 

NO 

NO 

YES 

YES 
YOU CAN 
SHARE 
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APPENDIX 1 - Template Data Sharing Agreement 
 

 

This is an agreement between 

 

(this should clearly set out the parties to the Data Sharing Agreement) 

 

This Data Sharing Agreement is made under the terms of Inverclyde Council’s Information Sharing Protocol 

 

 

CONTENTS 

 

1. PURPOSE OF AGREEMENT 

 

2. EXTENT AND TYPE OF DATA TO BE SHARED 

 

3. ANY SPECIFIC LEGISLATION WHICH AFFECTS WHAT DATA MAY BE SHARED, WHEN AND/OR 

HOW 

 

4. ANY CONDITIONS OR RESTRICTIONS ON HOW THE DATA MAY BE USED 

 

5. METHODS USED TO SHARE INFORMATION 

 

6. ARRANGEMENTS FOR INFORMING AFFECTED PARTIES (INCLUDING DATA SUBJECTS) 

 

7. PROCEDURES FOR DEALING WITH BREACHES OF CONFIDENTIALITY OR OTHER CONTRACTUAL 

DUTIES 

 

8. GOVERNANCE OR MANAGEMENT ARRANGEMENTS, INCLUDING REGULAR REVIEWS 

 

9. DURATION OR TERMINATION OF AGREEMENT 

 

10. SIGNATURES 

 

This Data Sharing Agreement is signed on behalf of: 

 

Name of organisation: 

Name of officer: 

Title: 

Date: 

 

Name of organisation 

Name of officer: 

Title: 

Date: 
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Guidance for completing the Data Sharing Agreement 

 

1.  PURPOSE OF AGREEMENT  

 

 A clear statement of why there is a need to share information between the parties to the Data Sharing 

Agreement.  

 

 Reference should be made here to any legislation which underpins the statutory functions for which 

information sharing is necessary and any guidance that supports data sharing.  

 

2.  EXTENT AND TYPE OF DATA TO BE SHARED  

 

 The data exchanged should be the minimum amount necessary for the performance of the relevant 

services. The agreement should clearly state what information is to be shared.  

 

3. ANY SPECIFIC LEGISLATION WHICH AFFECTS WHAT DATA MAY BE SHARED, WHEN AND/OR 

HOW 

 

 Specify any conditions relevant to the data being shared. 

   

4. ANY CONDITIONS OR RESTRICTIONS ON HOW THE DATA MAY BE USED, OR WHO REQUIRES 

ACCESS TO THE SHARED DATA  

 

Provide, for example, details of 

 

a.  Who will have access to the information within the parties to the DSA?  

 

b.  What information is it necessary to share routinely?  

 

c.  Who will authorise transfer of routinely shared information if the data subject has indicated that they do not 

agree to certain information being shared?  

 

d.  How will the reasons for transfer in these circumstances be recorded?  

 

e.  In what circumstances will explicit consent be sought to information being shared?  

 

f.  In cases where explicit consent is sought how will the giving or withdrawal of consent to share information 

be recorded?  

 

g.  How will the issue of consent be handled in respect of people under the age of 16 or adults who lack the 

capacity to give consent?  

 

h.   Should the party receiving the information be subject to strict confidentiality obligations including those 

employees with whom they share the information? 
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i.  In what circumstances can secondary disclosure beyond the partners to the DSA take place without the 

explicit permission of the originating organisation?  

 

j.  Where the permission of the original provider of the information is required prior to secondary disclosure 

how will that permission be obtained and recorded?  

 

k.  How long will the information be retained?  

 

l.  What are the arrangements for how the information should be shared, transmitted, as well as secure 

storage and destruction of the information?  

 

m.  What are the arrangements for subject access to the information?  

 

n.  In what circumstances would it be reasonable for the data subject to be given access to their information 

without the specific consent of the original provider?  

 

o.  Where the consent of the original provider is required before giving subject access how will it be obtained 

and recorded?  

 

p.  What are the arrangements for rectifying errors and updating the data?  

 

q.  Is the data only to be used under licence, such as Ordnance Survey-derived data? 

 

r. Does the Council need to retain a Government Protective Marking if the data is being shared? 

 

s. Will any of the information be transferred outside the European Union? 

 

5.  METHODS USED TO SHARE INFORMATION 

 

Specify, here, for example: 

 

 What method of transfer will be used to share information, e.g. sent by encrypted email, password 

protected documents. 

 

6.  ARRANGEMENTS FOR INFORMING AFFECTED PARTIES (INCLUDING DATA SUBJECTS) 

 

Specify, here, for example: 

 

 What information are data subjects given about the purposes for which their information may be used, 

with whom it may be shared, how they can access it and rectify errors and how they might complain 

about the way their information has been used?  
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7.  DEALING WITH BREACHES OF CONFIDENTIALITY OR OTHER CONTRACTUAL DUTIES 

 

Specify how you will deal with:-   

 

 Any breach of agreement by staff 

 

 Monitoring security incidents 

 

 Complaints about data sharing 

 

 For internal data sharing, Services must be obliged to follow the Council’s Data Protection Breach 

Management Protocol in the event of a breach 

 

 For sharing between the Council and partner organisations, the partner must inform the Council of a 

breach and follow the partner’s equivalent Data Protection Breach Management Protocol  

 

8.  GOVERNANCE OR MANAGEMENT ARRANGEMENTS  

 

 Make clear that the recipient of any data shared will be the Data Controller. 

 

 Named individuals in each signatory organisation who will manage the arrangements   

 

 Who will monitor compliance with the terms of the agreement? 

 

 How can parties be added/removed from the Data Sharing Agreement? 

 

9. DURATION OR TERMINATION OF AGREEMENT 

 

Specify, here, for example: 

 

 How long will the Data Sharing Agreement last? 

 

 When will the Data Sharing Agreement be reviewed?  

 

10. SIGNATURES  

 

This agreement is signed on behalf of:  

 

Name of organisation:  
 
Name of officer:  
 
Title:  
 
Date:  
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Name of organisation:  

 

Name of officer:  

 

Title:  

 

Date: 
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APPENDIX 2 - TEMPLATE ‘DATA SHARING REQUEST’ FORM 
 

Name of Organisation: 
 
 

 

Name and position of 
person requesting data: 
 

 

Date of request: 
 
 

 

Reference to data sharing 
agreement: 
 

 

Date requested: 
 
 

 

Purpose: 
 
 

 

Date required by: 
 
 

 

Any specific 
arrangements re: 
retention/deletion of data: 
 

 

Signed: 
 

 

Dated: 
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APPENDIX 3 - TEMPLATE ‘DATA SHARING DECISION’ FORM 
 

Name of Organisation: 
 
 

 

Name and position of 
person requesting data: 
 

 

Date of request received: 
 

 

Date requested: 

 

Purpose: 
 

 

Decision: 
 

 

Date supplied: 
 

 

Reason(s) for disclosure 
or non-disclosure: 
 

 

Any specific 
arrangements re: 
retention/deletion of data: 
 

 

Decision taken by 
(name and position): 
 

 

Date of disclosure: 
 

 

Signed: 
 

 

Dated: 
 

 

 

 

 


