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Report To:

 

 
Audit Committee           
 

 
Date:          25.08.09  

 

 Report By:  
 

Corporate Director 
Improvement and Performance 

 

Report No: AC/18/09/PW/APr 

 Contact Officer: Andi Priestman Contact No:  01475 712251 
    
 Subject: EXTERNAL AUDIT PROGRESS REPORT  
   

   
1.0 PURPOSE  
   

1.1 The purpose of this report is to present the reports produced by Audit Scotland since the last Audit 
Committee meeting. 

  
2.0 SUMMARY 
  

2.1 Two reports have been finalised by Audit Scotland since the last Audit Committee:- 

 
 • Data Handling Overview 2008/09 

• Asset Management in Local Government 
  

2.2 A representative from Audit Scotland will be in attendance at the meeting in order to address any 
issues arising from these reports. 

   
2.3 In relation to Data Handling Overview 2008/09, Members should note that the results of this review 

were taken into account by Internal Audit when carrying out the broader review of Information 
Governance and Management which is included in a separate report to this meeting. 

  
2.4 In addition, management will present a full report in response to the Asset Management in Local 

Government report to the Regeneration Committee meeting on 3 September 2009. 
   

3.0 RECOMMENDATIONS  
   

3.1 It is recommended that Members consider the matters raised in these reports. 
 
 
 
 
Paul Wallace 
Corporate Director 
Improvement and Performance 
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4.0 BACKGROUND  
   

4.1 Members of the Audit Committee are required to monitor progress by Audit Scotland 
who are responsible for the external audit of the Council to enable them to discharge 
their scrutiny and performance monitoring roles. 

 

   
4.2 In practice, audit plans and findings are reported by Audit Scotland to the Council in a 

series of reports. 
 

   
4.3 Members are provided with copies of each report to support their understanding and 

knowledge of the matters raised. 
 

   
5.0 IMPLICATIONS  

   
5.1 Legal: None 

Finance: None 
Personnel: None 
Equalities:  None 

 

   
6.0 CONSULTATIONS  

   
6.1 Consultations took place with relevant officers throughout the audit process.  
   

7.0 LIST OF BACKGROUND PAPERS  
   

7.1 Audit Scotland’s External Audit reports 
 

 

 • Data Handling Overview 2008/09 

• Asset Management in Local Government 

 

 
 



  

 

Inverclyde Council  
Data Handling Overview 2008/09 

 
 
 
 
 
 
 June 2009  
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Summary 
1. Recent widely reported incidents both in the UK and overseas have served to raise awareness of the 

value and vulnerability of data in modern information systems.  Many of the reported breaches were 

caused not by technical failures, but by human factors. These included failure by management to 

recognise the value of data and inappropriate assumptions about the security of storage and transfer 

methods.  

2. This audit looked at cultural aspects of information handling and security.  Organisational culture was 

identified by the recent Cabinet Office report as critical to achieve acceptable levels of information 

security1. Cultural aspects include risk awareness, leadership, governance, operating methods and 

training. 

3. Data handling is involved in all of the processes performed by Inverclyde Council (the council) and is 

therefore a council wide issue. During the audit we met with representatives from Information 

Communication Technology and Business Transformation (ICT&BT), Internal Audit and three of the 

service areas which process large amounts of data namely Education, Finance and Social Work. The 

council recognises the value of increasing staff knowledge and understanding in information handling 

and has recently run a series of management workshops as part of their Information Governance and 

Management Review. 

4. We note that the council has started to put operational processes in place to improve and ensure 

effective data handling including: 

 Officers using remote access to connect to the council’s network will have their computer 

checked to ensure that it has the latest anti-virus software and security patches installed before a 

connection is permitted. 

 Smart phones have a “terminate” function enabled, which renders the device inoperable should it 

be mislaid or stolen. 

 An acceptable use policy is in place. 

 Assigning the role of Data Protection Officer jointly to the Head of Legal Services and the Head 

of ICT&BT. Our  audit  discussions were with the Head of ICT&BT and focussed on electronic 

records. 

  
 
1Sir Gus O’Donnell (2008) Data Handling Procedures in Government: Final Report.  The Cabinet Office 
http://www.cabinetoffice.gov.uk/~/media/assets/www.cabinetoffice.gov.uk/csia/dhr/dhr080625%20pdf.ashx  
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5. We also noted opportunities to improve elements of the information security management system: 

 The council does not have a formal information and knowledge strategy in place. 

 No member of the management team has overall responsibility for information and data 

handling.  

 The council does not record the information that is transferred routinely as well as informally to 

third parties regardless of the type of media involved. 

 No information asset register is in place. 
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Introduction 
6. Recent years have seen a huge increase in the risks associated with information systems.  Not only 

are databases larger, more comprehensive and more accessible, but data is easier to move around, 

whether over networks, the internet or through using physical media such as USB memory devices.  

System incompatibility and data fragmentation no longer provide a barrier to large scale data loss. 

7. At the same time the potential impact from data loss is increasing.  Many efficiency savings depend 

on data sharing and on-line services, and these could be jeopardised if poor data handling leads to 

low adoption of on-line and joined-up services.  Computer crime provides a ready market for assumed 

identities and personal information with many people already affected by credit card fraud. 

8. International studies of information security incidents have shown that the greatest weaknesses in 

security systems are no longer technical or physical, but cultural.  An organisation’s own staff are 

significant contributors to information security incidents, often through carelessness or failure to 

understand the importance or value of data they create, store and maintain. 

9. This audit focused on the cultural aspects of information security.   The three key themes were 

information awareness, security governance and operational discipline.  The audit was directed at the 

governance level, not the operational one.  Although individual systems may be mentioned, their 

security was outside the scope of this audit.  

10. During the course of the audit process input was received from ICT&BT, Internal Audit and three 

service areas which process large amounts of data namely Education, Finance and Social Work. 

11. This report to management sets out our findings from the audit.  An action plan detailing the issues 

and risks together with the council’s response and target dates by which the council plan to address 

these issues is attached to this report as an appendix.  

12. The areas of possible improvement outlined above are only those which have come to our attention 

during the course of our normal audit work and are not necessarily, therefore, all of the weaknesses 

which may exist. 

13. Although we include a number of specific areas in this report to strengthen internal control, it is the 

responsibility of management to determine the extent of the internal control system appropriate to the 

council. We would stress, however, that an effective internal control system is an essential part of the 

efficient management of any organisation. 
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14. The contents of this report have been discussed and agreed with relevant officers to confirm factual 

accuracy.  The co-operation and assistance given by all officers contacted during the course of this 

audit is gratefully acknowledged.



 

 5 

Information Awareness 
Overview 

15. The main legislative background for this audit is the Data Protection Act 1998 (DPA).  The DPA sets 

out a framework for the handling of personal information that includes citizen rights, proportionality 

and security.  The DPA also created the Information Commissioner’s Office, a body with the power to 

issue fines; enforcement notices and prosecute criminal offences under the Act. 

16. Where an organisation raises taxes, fees and charges from service users, payment cards are 

increasingly accepted as an efficient means of payment.  As a response to fraud losses running at 

over £500 million a year, payment card issuers jointly produced the Payment Card Industry Data 

Security Standard (PCI DSS).  This has been mandatory in Europe since July 2007 and merchants 

who are not compliant risk penalty charges and suspension of service. 

17. Possible scenarios for serious data loss include:  

 Harvesting of personal information such as bank details and family relationships from old, lost or 

stolen computer hardware. This information can then be used to commit fraud or blackmail. 

 Incidents where a council system is used to trace people or property as a service to an external 

third party outside a formal data-sharing agreement. 

 Interception of personal data in transit at a point of weakness. 

 Creation of a personal management reporting database using case data from a major system 

that includes sensitive information which is not appropriately secured. 

 Copying of a council database as an administration activity, or service to a partner organisation, 

and transferring the copy outside the approved software location, where it becomes accessible 

to unauthorised users. 

Identification of systems containing sensitive personal 
information 

18. Effectiveness and efficiency of information security systems are underpinned by a good understanding 

of the nature and whereabouts of the assets protected.  The council holds sensitive personal 

information relating to various areas, including education, social work, benefits and finance. 

19. We understand that the Scottish Government is currently developing guidance for developing an 

information strategy.  Many organisations both within the public and private sectors have found 

developing an information management strategy to be beneficial.  It ensures that information is 
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coordinated and integrated across all parts of the organisation as well as being a useful starting point 

for implementing data controls.  The council does not have a formal information and knowledge 

strategy in place at this time. 

Risk No. 1 

20. The ISO27000 series of international standards is increasingly used as an information security 

framework. Implementing ISO27000 strengthens an organisation’s information security control 

processes in a structured way, though of course, effectiveness measures also need to be applied to 

the controls put in place. One of the key domains of the ISO27000 series is asset management2.  The 

standard recommends that all assets shall be clearly identified and an inventory of all important assets 

drawn up and maintained.  An information asset register can be used to ensure that information held 

within the council is subject to appropriate and adequate controls.  Currently, the council does not 

have an information asset register. 

Risk No. 2 

21. Effective information security management requires an awareness of all data transfers, databases and 

resources.  Efforts to identify, catalogue, track and risk-assess stored data are likely to be highly 

beneficial in reducing the risk of a data handling error. The council does not record details of the 

information stored within the council or transferred in or out. 

Risk No. 3 

22. Payment to the council can be made in several ways including payment cards.  Council staff indicated 

that the Income Collection Management System (ICMS) stores the card number, expiry date and 

authorisation code for both successful and failed transactions.  ICT&BT staff are ascertaining the 

council’s requirement in relation to PCI DSS.   

Risk No. 4 

Information security environment 

23. Data handling risk is greatly dependent on the organisation’s overall stance with respect to information 

security.  Although technical and physical aspects of security are outside the scope of this audit, we 

are pleased to report that the council gave us assurances that: 

 The acceptable use policy has been approved and is available to staff.  

  
 
2 BS ISO/IEC 27001:2005 section A.7 Asset Management 
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 Officers using remote access to connect to the council’s network will have their computer 

checked to ensure that it has the latest anti-virus software and security patches installed before a 

connection is permitted.  

 Physical access to council offices and computer terminals is restricted and controlled.  

 The council network is protected by firewalls and other gateway security devices.  

 Staff are advised to save data onto the main storage area rather than on their local hard drive, so 

this reduces the potential for data loss.  

24. An information security policy was initially developed by ICT&BT for their department only.  Following 

the development of this departmental policy it was decided to expand the scope of the work to cover 

the whole of the council and include paper documents in addition to electronic documents. 

Development of a council wide information security policy is in progress. 

Risk No. 5 

25. USB devices are a convenient method of storing and transferring data.  Many USB devices are 

capable of storing large amounts of data and therefore can be viewed as a means for removing large 

amounts of data.  USB devices can be used to store malicious software that can be used to hack into 

the computer network. Recent studies indicate that a large proportion of USB devices are misplaced 

or stolen.   ICT&BT has recognised this potential risk and a proposal to introduce centrally managed 

encrypted USB devices is being considered.  Currently, the council does not restrict the usage of USB 

devices. 

Risk No. 6
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Security Governance 
Leadership 

26.  As noted in the introduction, data handling is no longer a specialist task, but one where many staff 

may have the access and the means to contribute to a serious data handling error.  While it is 

essential to have security policy documents and technical security measures, staff must know that 

information security is critical to success, and this will only be the case if senior management 

effectively and regularly communicate its importance. 

27. One of the main issues identified in Kieran Poynter’s review of information security at HM Revenue 

and Customs (HMRC)3 was that accountability for the ownership and guardianship of data was 

insufficiently defined within HMRC.  Indeed the report states “a specific contributory factor in the 

CBCS (Child Benefit Computer System) data loss was the failure to seek or obtain appropriate 

authority for the disclosure of the full set of data. One of the problems faced by the HMRC staff 

involved was that there was no clearly assigned data owner or guardian from which to seek this 

authorisation.” 

28. The Scottish Government report into Data Handling4 published in June 2008 recommends “identifying 

information assets and ensuring each has a named responsible owner”. Senior staff should take 

responsibility for the data held within their domains. There is currently no one in the council’s 

management team with overall responsibility for ensuring that appropriate and adequate information 

security controls are in place. 

Risk No. 7 

Procedural guidance 

29. At the time of the audit the council did not have a comprehensive formal system for classifying 

information. A data classification system is in place within the Council in relation to the Committee 

reporting process. The Committee clerks prepare minutes and agendas and restrict access to private 

and confidential information as appropriate.  

Risk No. 8 

  
 
3 Kieran Poynter’s Review of information security at HM Revenue and Customs  
http://www.hm-treasury.gov.uk/independent_reviews/poynter_review/poynter_review_index.cfm 
 
4 Scottish Government Report on Data Handling http://www.scotland.gov.uk/Publications/2008/06/25120007/0 
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30. Since this audit took place the Cabinet Office issued a Security Policy Framework.  The framework is 

available at http://www.cabinetoffice.gov.uk/spf.aspx and due consideration should be given to this 

document.
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Operational Discipline 
Access control systems  

31. Although specific information systems are outside the scope of this audit, management controls over 

access are a critical enabler of information security.  We are pleased to note that the Head of ICT&BT 

and the Chief Internal Auditor have discussed the need to bring together the  ‘system administration 

functions’ for the vast majority of council applications and place them under the control of ICT&BT.  

This will enhance control by providing better coverage for system administrators on leave, more 

opportunities for system administrators to gain wider job experience and better segregation of duties. 

Staff training and support 

32. Analysis of the root cause of security breaches worldwide has shown that, in a majority of cases, user 

error and carelessness were significant contributors.  Investment in training staff to recognise and deal 

with data handling issues is a successful strategy for reducing risk. 

33. The council has recognised the value of increasing information awareness and has recently run a 

series of management workshops as part of their Information Governance and Management Review. 

External review 

34. The Council, in conjunction with Pricewaterhouse Coopers, have recently carried out an information 

governance review to assess the extent to which the Council provides adequate information security. 

The review focused on both tangible factors such as technology and processes but also intangible 

ones such as culture and people. A series of cross directorate and cross grade workshops were held 

to identify how well staff thought the Council were managing information and also how well they 

thought the Council should be performing. This provided the basis upon which a gap analysis could be 

performed. 

35. The review also identified the council’s key information and provided an assessment of the extent to 

which the information held in them is currently secure. This took account of factors such as volume, 

data sensitivity, current controls in place and the extent to which hard copies of electronic data are 

created.  The Chief Internal Auditor is in the process of analysing the review’s key messages and 

identified areas for development and will be drafting an action plan. The output from the workshops 

and action plan was submitted to the Corporate Management Team in March 2009, and will be 

submitted to the appropriate future council committee. Internal Audit intend to revisit this area in 

twelve months time to assess the progress made against the action plan and, through a further series 

of workshops, examine the overall progress the council  has made toward reaching the desired level 

of information governance. 
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Action Plan 

Risk 

No.  

Issue and Risk Response and Agreed Action Responsible Officer Target Date 

1.  Issue 
The council does not have a formal information 
and knowledge strategy in place. 
Risk 
Information, and information security, is not 
managed in a consistent and co-ordinated 
manner.  

The need for an information and knowledge strategy 
will be considered during the implementation of the 
improvement plan arising from the Information 
Governance and Management Review. 

Corporate Director 

Improvement and 
Performance 

 

31 March 2010 

2.  Issue 
The council does not have an information asset 
register in place.   
Risk 
The council are unaware of the full range of 
information held and are therefore unable to 
assess the level of risk they are potentially 
exposed to and the appropriate controls to 
implement to manage this risk.    

The requirement for an information asset register will 
be assessed as part of the improvement plan 
developed in relation to the Information Governance 
and Management Review. 

Corporate Director 

Improvement and 
Performance 

31 March 2011 

3.  Issue 
Detailed information about data storage and the 
extent to which data is transferred outside the 
main council systems is currently hard to obtain.   
Risk 
The council cannot ensure that data is adequately 
controlled at all stages of its life-cycle. 

An information asset register will define the 
classification of the information and how the 
information is transferred.  This will be addressed 
through the improvement plan developed in relation to 
the Information Governance and Management 
Review. 

Corporate Director 

Improvement and 
Performance 

31 March 2011 
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Risk 

No.  

Issue and Risk Response and Agreed Action Responsible Officer Target Date 

4.  Issue 
The council is ascertaining their requirements in 
relation to PCI DSS. 
Risk 

Failure to comply with PCI DSS could result in:  
• the council incurring financial penalties 
• suspension of payment card processing which  

which would limit the methods available for the 
citizen to pay for council services.
 

Negotiations are ongoing with Civica/Legal and the 
Bank in order to comply at the required level. 
 

 

Finance Manager 31 August 09  

5.  Issue 
The council are currently developing a corporate 
wide information security policy however this is 
still to be finalised and embedded. Without a 
policy in place there are no clear guidelines 
available for staff which provides for appropriate 
accountability.  
Risk 
Staff are unaware of the appropriate level of 
control to exercise over information. 

A formal corporate policy for Information Security will 
be introduced as part of the improvement plan 
developed in relation to the Information Governance 
and Management Review. 

Corporate Director 
Improvement and 
Performance 

31 March 2010 

6.  Issue 
The usage of USB devices is not currently 
restricted. ICT&BT has recognised this potential 
risk and plan to restrict the use of USB devices.  
Consideration should be given to introducing 
encryption when such devices are used. 
Risk 
Sensitive / confidential data may be misplaced or 
stolen.  This could have a detrimental effect on 
the council’s reputation and has the potential to 
result in legal action. 

The issue of the use of USB devices will be 
addressed through the implementation of the 
improvement plan developed in relation to the 
Information Governance and Management Review. 

Head of ICT and 
Business Transformation 

31 May 2010 
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Risk 

No.  

Issue and Risk Response and Agreed Action Responsible Officer Target Date 

7.  Issue 
At present there is no member of the council’s 
management team with overall responsibility for 
information and data security.  
Risk 
Where no one has overall responsibility for 
ensuring that appropriate and adequate data 
handling controls are in place working practices 
may be inconsistent across service areas. 
 

This has been addressed through the improvement 
plan developed in relation to the Information and 
Governance Review. 
 

This responsibility has been assigned to the 
Corporate Director Improvement and Performance. 

CMT Complete 

8.  Issue 
The council do not have a comprehensive formal 
system for classifying information.  
Risk 
Confidential and sensitive data may not be 
adequately controlled.    
 

An information asset register will define the 
classification of information and how the information is 
transferred.  

Corporate Director 

Improvement and 
Performance 

31 March 2011 
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